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le ere della della sicurezza e salute del lavoro:  
evoluzione dall’approccio degli anni ’50 ad industria 4.0

1. Introduction

1.1. Industry Evolution

The constant technology devel-
opment offers the opportunity to 
the Industry to progress through 
the ages. This progress undoubt-
edly brings positive consequences 
but also many challenges to face, 

especially in terms of safety and 
reliability.

Figure 1 resumes how the In-
dustry evolved since the 18th cen-
tury. According to some specific 
ground-breaking progresses, it 
is possible to identify four well-
known steps in the industry evo-
lution that generated societal rev-
olutions:

– Mechanization and intro-
duction of steam power (Indu-
stry 1.0);

– Mass production and assembly 
line (Industry 2.0);

– Digitalization and automation 
(Industry 3.0);

– Cyber Physical Systems and In-
ternet of Things (Industry 4.0).
Nowadays, the industry is ex-

periencing the very first effects of 
Industry 4.0 and Cyber-Physical 
Systems – CPS. As described by 
Lasi et al. (2014), Industry 4.0 is 
a general term to include a quite 
broad variety of concepts and new 
applications: from equipping ma-
chines with sensors to merging 
physical and digital levels for im-
proving system performance, from 
decentralizing manufacturing to 
empowering human tasks adopt-
ing virtual and augmented reality 
solutions.

1.2. Increase of System 
Complexity

As result of the Industry evolu-
tion through the centuries, Sys-
tem Complexity is exponentially 
increased. As mentioned by Mar-
tinetti et al. (2017), this phenom-
enon can be observed at different 
levels (Fig. 2):
– at system of systems level. The 

infrastructures (i.e. urban metro 
lines) become larger and with 
more stations. It is no longer fe-
asible to rely only on risk analy-
sis based to identify what could 
go wrong.

– at system level. The number of 
components of a single machine 
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(i.e. tractor) moved from around 
1800 components (1940) to 
more than 3500 nowadays. An 
increase of almost 100% in ter-
ms of components.
The mentioned complexity in-

crease is partly related to a high 

interaction between mechanical, 
electronic and IT components. On 
one hand, this innovation brought 
several advantages (i.e. real time 
monitoring with sensors), but on 
the other hand it has also created 
concerns regarding the reliabili-

ty of the all system. Coming back 
to the evolution of the “tractor”, 
a study conducted by Kececioglu 
(2002) highlighted that, assuming 
an average component reliability of 
99.99%, the tractor reliability (cal-
culated on failures per year/1000 
tractors) has been reduced of 
around 15% from 1940 to 1990. 
The relevant connection between 
need for simplicity, the number of 
components and reliability is also 
well pinpointed by the approach 
used for designing and building 
the aircraft Boeing 747 and the 
spacecraft Mariner/Mars 1964: 
4.500.000 vs 138.000 components 
(Martinetti et al., 2017). I high-
lightg how important is the reduc-
tion of parts in critical scenarios.

2. Safety Approach 
Evolution: towards a 
more strategic approach

As suggested by several re-
searches (Leverson, 2012; Mannan 
et al., 2016), the Industry evolution 
forces engineers and professionals 
to consider new solutions in terms 
of safety to face challenges brought 
by technological innovations. As 
mentioned in the introduction, ap-
proaches only based on risk anal-
ysis to investigate possible faults 
are not sufficient to guarantee a 
full prediction of the behaviour of 
the system. Looking at how com-
plexity is evolving, probably, striv-
ing for reaching this goal it is not a 
feasible way.

Tracking the evolution of Safety 
approaches, as proposed by Pillay 
(2015) and modified by Martinetti 
et al. (2018a), interesting develop-
ments can be identified.

The history line of Safety can 
be roughly divided in three main 
Eras (1920-1960, 1960-2000, 
2000-present) characterised by 
specific mind-sets and objectives 
regarding risk reduction.

Fig. 1. Industrial Revolutions.
Rivoluzioni Industriali.

Fig. 2. Evolution of system complexity at different levels: A1 and A2 (Daily Mail, 2012) show 
the complexity increase in the London Metrolines System according to the number of 
stations. B1 and B2 show the complexity increase in tractors according to the number of 
components.
Evoluzione della complessità sistemica a differenti livelli: A1 e A2 (Daily Mail, 2012) mostrano 
l’aumento di complessità nella metropolitana di Londra in numero di stazioni. B1 e B2 mostrano 
l’aumento di complessità nelle macchine agricole in numero di componenti.
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eras of os&h 
development from early ’50 to industry 4.0

In the first Era, risk analysts 
focused their attention to under-
stand how the system could fail 
from both technology and human 
behaviour perspectives. It is called 
“Safety I” Era.

In the second Era, with the 
introduction of so-called “Ad-
vanced Approaches”, the focus 
has been oriented to understand 
the socio-technical and cultural 
complexity of a system, trying to 
emphasize the successful parts 
in order to learn from them. It is 
called “Safety II” Era. Understand-
ing and getting benefit from what 
goes right.

However, a big change in ap-
proaching Occupational Safety 
(and more in general risk analy-
sis) has been done with the stud-
ies performed by Hollnagel et al. 
(2006) shaping the concept of Re-
silience Engineering in the context 
of risk analysis and safety and by 
Taleb (2012) proposing the con-
cept of Antifragility. If Resilience 
Engineering aims to build systems 
able to face unexpected events 
(robustness), Antifragility pro-
poses to create systems not only 
able to resist, but also to gain from 
disorders, learning from failures 
and hazards. These innovative ap-
proaches undoubtedly will change 
the way to think about Safety, ini-
tiating the third Era marked by 
“Sophisticated Approaches”; the 
complexity of the systems (or of 
the system of systems), empha-
sised by Industry 4.0 and machine 
learning solutions, is fuelling the 
rapid diffusion of Resilience and 
Antifragility Engineering.

3. Industry 4.0 
solutions for improving 
Occupational Safety in 
training and operations

As pinpointed by Gorecky et al. 
(2014) and by Zhou et al. (2015) 

the Industry 4.0 brought sev-
eral options for improving the 
human-machine interaction. In-
terfaces as Virtual Reality and 
Augmented Reality give the op-
portunity to workers to safely ex-
perience reaction of the CPS and 
to constantly be assisted and em-
powered by virtual objects.

The introduction of Virtual Real-
ity, especially for training purposes 
and Augmented Reality, especially 
for operations, offer the opportu-
nity to partially compensate for 
lack of specialised personnel and 
the distance between skilled per-
sonnel and product.

1.1. Virtual Reality in Rolling 
Stock Maintenance

The already mentioned com-
plexity of the new systems, the in-
creasing of asset variety and time 
constraints at the same time re-
duce the available time for a proper 
information, formation and train-
ing of the personnel and increase 
the number of information to 
remember. To tackle these issues 
some studies are already been car-
ried on in different industrial sec-
tors showing promising results.

Martinetti et al. (2018b) suc-
cessfully created and tested a 

Virtual Reality environment for 
the training of rolling stock main-
tenance technicians (Fig. 3). The 
29 task procedure has been used 
to train technicians for correctly 
maintaining new rolling stocks. As 
stated: “when correctly designed, the 
technician can train and study com-
ponents of trains without the need 
for the asset, classrooms, or practice 
instructors. A complete virtual learn-
ing system can instruct and evaluate 
the technicians”.

1.2 Augmented Reality for 
maintenance solutions

If Virtual Reality offers great 
benefits during the training of 
workers, the Augmented Reality 
offers several options when you 
need to increase the operator flex-
ibility, to reduce operation time 
and to reduce errors in routine 
operations. Schiphorst (2018) has 
tested some valuable solutions 
(Fig. 4).

The development and testing 
of the prototypes verified that the 
system has high potential; howev-
er, it is questionable if the indus-
tries (and the employees) are ready 
for such a drastic change. There is 
a considerable difference between 
working from a paper manual and 

Fig. 3. Virtual Reality training environment (Martinetti et al., 2018b).
Ambiente a Realtà Virtuale (Martinetti et al., 2018b).



Agosto 2018 31

le ere della sicurezza e salute del lavoro:  
evoluzione dall’approccio degli anni ’50 ad industria 4.0

working with holographic support 
from a cognitive perspective. It is 
interesting to mention that, ac-
cording to the surveys provided 
during the research, the age of the 
workers is not always considered as 
a limitation. Otherwise, the trust 
that the workers need to place in 
the digital system can represent an 
obstacle to the deployment of this 
technology on the workplace; es-
pecially, when misunderstandings 
or mistakes can have drastic con-
sequences.

4. Conclusions

Even if the novel approaches (Re-
silience and Antifragility Engineer-
ing) are very promising in terms of 
safety level improvements, they 

have still some limitations that 
have to be taken into account.

Firstly, they need to be applied 
at a strategic and organizational 
level (system of systems) before 
than component-machine level 
(system) to provide better results. 
The implementation at a strategic 
level can offer a more heteroge-
neous benefit over all the system. 
A working solution on a compo-
nent-machine level can be really 
interesting nevertheless, accord-
ing to the authors experiences, it 
tackles a limited number of possi-
ble problems and it should be tak-
en into account only after imple-
mentations at strategic level.

Secondly, the application of 
Virtual and Augmented Reality 
is, as said, one of the key points 
for the migration to an Industry 
4.0 scenario. However, those in-

novative technological tools need 
to be applied firstly to the most 
critical situations, correctly iden-
tified by a thorough risk analysis. 
An incorrect evaluation of the 
most urgent problems could lead 
to unsatisfactory results in terms 
of risk reduction and to useless 
investments.

Finally, companies (and engi-
neers and professionals as well) 
need to be prepared with adequate 
infrastructures and departments to 
support the ongoing changes both 
in technology and safety sides.
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